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: GetURL

.0'0MS NMN'YA NIV AI'n QT D'73.|7 . NTINNA AN

REST

POST Method
https://testicredit.rivhit.co.il/APl/PaymentPageRequest.svc/GetUrl  URL Test
https://icredit.rivhit.co.il/APl/PaymentPageRequest.svc/GetUrl  URL Prod
XML, JSON Request

XML, JSON Response

Request Parameters

namn nTY string '019 NXIP NNTN GroupPrivateToken

NN NTY : N2 N1an2 D'0NID TN Items]]
int N'NIMNA VD TIR Id
string n'NiMA 70 1%0n | CatalogNumber
nain NTY decimal nwnI? Nind Quantity
nain NTY decimal nTN'Y? 'Nn UnitPrice
string 09N IXM Description

string NI'70 N'M907 Namd RedirectURL

qwnna IPN-7 nirnan string IPN Listener naind IPNURL

bool n"ynn 0MIVd DMININN DRN ExemptVAT

int "mojm nmi7wn 190n MaxPayments

int | DomI?wn 1%0n 7un VT NOY CreditFromPayment

int NTNDNOKN Reference

string nnTn 10n Order

string nIYNN NNYY? 7'RIT Namd EmailAddress

string NINo1 7"KIT Namd EmailBcc

string NI 7Y '01o DY CustomerLastName

string NIP7n 7w nnoswn v CustomerFirstName

string namd Address

int ANIT NN POB

string D"IAn 'Y City

int TI7'n Zipcode

string 11970 190N PhoneNumber

string oI 1970 190N PhoneNumber2

string Ooj?9 19%0n FaxNumber

int "N 190N IdNumber

int nwIn NPoly 150n VatNumber

int N'NIM2 N7 0'0d 'on Customerld

Int n'NIM2A D10 'on Agentld

string N1IAWN7 NNYN Comments

Int N'NINA VP'ND TIP Projectld

bool QT2 DIXINN NN'YI IR YNOoN HideltemList

en = N"71IN string NIAYNN 10N NSY DocumentlLanguage

string NN7X¥IN DoV |71V X7 DXN CreateToken

decimal nnan Do Discount

string 1 n'w'x NAXNN DTV Custom1

string 2 N'Y'N NARNN] NTY Custom2

string 3 N'U'N NRXNN DTV Custom3

string 4 N'Y'R NARNNA NTY Custom4

string 5 n'w'x nnxnn Y Custom5

string 6 N'w'N NARNN NTY Custom6
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string 7 N'U'R NAXNN] DTV Custom?7
string 8 N'Y'N NNRNN] NTY Custom8
string 9 N'Y'N NARNN] NTY Custom9

Request Example - XML
<PaymentPageURLRequestDTO xmlns="https://icredit.rivhit.co.il/api">
<GroupPrivateToken>1627aea5-8e0a-4371-9022-9b504344e724</GroupPrivateToken>
<ltems>
<ltem>
<ld>1</1d>
<Quantity>3</Quantity>
<UnitPrice>55.9</UnitPrice>
<Description>0'1"19 NWIW</ Description >
</ltem>
</ltems>
<RedirectURL>http://www.rivhit.co.il</RedirectURL>
<ExemptVAT>true</ExemptVAT>
<MaxPayments>12</MaxPayments>
<CustomerFirstName>7Xw'</CustomerFirstName>
<CustomerLastName>"7xw'</CustomerLastName>
</PaymentPageURLRequestDTO>

{
"GroupPrivateToken":"1627aea5-8e0a-4371-9022-9b504344e724",
"ltems":[{

"Id":1,

"Quantity":3,

"UnitPrice":55.9,

"Description":"0"119 nwy"
1,
"RedirectURL":"http://www.rivhit.co.il",
"ExemptVAT":true,
"MaxPayments":12,
"CustomerFirstName":"7xw!",
"CustomerLastName":""7x 1w
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Response Values
1 nwn nx string NIZ7n N"1907 2NN 9T 2'Mm URL

Response Example - XML
<PaymentPageURLResponseDTO xmlns="https://icredit.rivhit.co.il/api">
<URL>http://testicredit.rivhit.co.il/payment/Paymentltems.aspx?Groupld=f54179da-c34f-4fc7-964d-
d4275571113a&Token=8c2cd593-8a66-4e77-ac86-267b96a94473</URL>
</PaymentPageURLResponseDTO>

Response Example - JSON

{
"URL": "http:\/\/testicredit.rivhit.co.il\/payment\/Paymentltems.aspx?Groupld=f54179da-c34f-4fc7-
964d-d4275571113a&Token=5662145b-535e-4773-a0ea-3c23814cf0db"

}

- hinya
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JIPN-2 I'?J.PJ'\TWJ npoyn '019 NIN'XK : ATINNN MIX'N

REST

POST Method
https://testicredit.rivhit.co.il/APl/PaymentPageRequest.svc/Verify ~ URL Test
https://icredit.rivhit.co.il/API/PaymentPageRequest.svc/Verify ~URL Prod

XML, JSON Request
XML, JSON Response

Request Parameters

nan NTY string 015 NXIAP NNTN GroupPrivateToken
nain nTY string halbhahiahlea) Saleld
nain nTv decimal njzoyn Do TotalAmount

Request Example - XML

<VerifyRequestDTO xmlns="https://icredit.rivhit.co.il/api">
<GroupPrivateToken>1627aea5-8e0a-4371-9022-9b504344e724</GroupPrivateToken>
<Saleld>ec52aaf8-743f-4e89-a74b-6646e11610f6</Saleld>
<TotalAmount>150.90</TotalAmount>

</VerifyRequestDTO>

Request Example - JSON

‘

"GroupPrivateToken":"1627aea5-8e0a-4371-9022-9b504344e724",
"Saleld":"ec52aaf8-743f-4e89-a74b-6646e11610f6",
"TotalAmount":150.90

Response Values

Ix "VERIFIED" string NjoOYN NIN'K NXRXIN Status
"NOTVERIFIED"

Response Example - XML

<VerifyResponseDTO xmlns="https://icredit.rivhit.co.il/api">
<Status> VERIFIED </Status>
</VerifyResponseDTO>

Response Example - JSON

{
"Status":"VERIFIED"

}
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<%@ Page Language="C#" %>

<%@ Import Namespace="System" %>

<%@ Import Namespace="System.Collections.Generic" %>
<%@ Import Namespace="System.Ling" %>

<%@ Import Namespace="System.Web" %>

<%@ Import Namespace="System.Web.UI" %>

<%@ Import Namespace="System.Web.UI.WebControls" %>

<%@ Import Namespace="System.IO" %>

<%@ Import Namespace="System.Net" %>

<%@ Import Namespace="System.Runtime.Serialization.Json" %>
<%@ Import Namespace="System.Text" %>

<%@ Import Namespace="System.Runtime.Serialization" %>
<script language="C#" option="Explicit" runat="server">

[DataContract]
public class VerifyRequestDTO
{
[DataMember]
public Guid GroupPrivateToken { get; set; }
[DataMember]
public Guid Saleld { get; set; }
[DataMember]
public decimal TotalAmount { get; set; }
}
[DataContract]
public class VerifyResponseDTO
{
[DataMember]
public string Status { get; set; }
}
protected void Page_Load(object sender, EventArgs e)
{

if (!string.IsNullOrEmpty(Request.Params["SaleId"]))
{
string status = VerifyResponse(Guid.Parse(Request.Params["SaleId"]),
Guid.Parse(Request.Params[“GroupPrivateToken"]),
decimal.Parse(Request.Params["TransactionAmount”]));

if (status == "VERIFIED")

{
// TODO: Check that GroupId belongs to me

// TODO: Check that transaction has not been previously processed
// TODO: Check that amounts are correct

// Example: writing all parameters to file on C:\temp\{SALEID}.txt
using (FileStream fs = File.Create(@"C:\temp\" + Request.Params["SaleId"] +

"Lotxt"))
{
using (StreamWriter sw = new StreamWriter(fs))
{
sw.WriteLine("{@}", status);
foreach (string key in Request.Params.AllKeys)
{
sw.WriteLine("{0}: {1}", key, Request.Params[key]);
}
}
}
}
}

v
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private string VerifyResponse(Guid saleld, Guid privateGroupToken, decimal amount)

{
VerifyRequestDTO parameters = new VerifyRequestDTO()

{
GroupPrivateToken = privateGroupToken,
Saleld = saleld,
TotalAmount = amount,

¥

try

{

string VERIFY_TEST =
@"https://testicredit.rivhit.co.il/API/PaymentPageRequest.svc/Verify";

string VERIFY_PROD =
@"https://icredit.rivhit.co.il/API/PaymentPageRequest.svc/Verify";

HttpWebRequest req = WebRequest.Create(new Uri(VERIFY_TEST)) as HttpWebRequest;

req.Method = "POST";

req.ContentType = "application/json";

req.Accept = "application/json";

MemoryStream streaml = new MemoryStream();

DataContractJsonSerializer ser = new
DataContractJsonSerializer(typeof(VerifyRequestDTO0));

ser.WriteObject(streaml, parameters);

streaml.Position = 9;

StreamReader sr = new StreamReader(streaml);

byte[] requestData = UTF8Encoding.UTF8.GetBytes(sr.ReadToEnd());
req.ContentLength = requestData.Length;

// Send the request:
using (Stream post = req.GetRequestStream())
{

}

post.Write(requestData, 0, requestData.Length);

// Pick up and deserialize the response:

DataContractJsonSerializer responseSerializer = new
DataContractJsonSerializer(typeof(VerifyResponseDT0));

VerifyResponseDTO response;

try

{

using (HttpWebResponse resp = req.GetResponse() as HttplWebResponse)
if (resp.StatusCode == HttpStatusCode.OK)
response =

(VerifyResponseDTO)responseSerializer.ReadObject(resp.GetResponseStream());
return response.Status;

}

else
// The data is empty
response = null;
return "EXCEPTION";

¥

}

catch (WebException wex)

{

using (HttpWebResponse errorResponse = (HttpWebResponse)wex.Response)

response =
(VerifyResponseDTO)responseSerializer.ReadObject(errorResponse.GetResponseStream());

return "EXCEPTION";

}
catch (Exception)
{
return "EXCEPTION";
}
¥
</script>
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<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtml1l/DTD/xhtmll-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head id="Headl" runat="server">

<title></title>
</head>
<body>

<form id="forml" runat="server">

<div>

Load this first to check the syntax of your page

</div>

</form>
</body>
</html>
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